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10A. MODIFICATION OF CONTRACT/ ORDER NO.
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|Z 10B. DATED (SEE ITEM 13)

January 3, 2005

CODE | FACILITY CODE

11. THIS ITEM APPLIES TO AMENDMENTS OF SOLICITATIONS

I:' The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of offers I:' is extended, I:' is not extended. Offers must acknowledge receipt of
this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods: (a) By completing Items 8 and 15, and returning ____copies of the amendment; (b) By
acknowledging receipt of this amendment on each copy of the offer submitted; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF
YOUR ACKNOWLEDGE-MENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE DATE AND HOUR SPECIFIED MAY RESULT IN REJECTION OF
YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the
solicitation and amendment and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA  (if required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS SET FORTH IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT
TO AUTHORITY OF FAR 43.103(b).

C. THIS SUPPL EMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO THE AUTHORITY OF:

D. OTHER (Specify type of modification and authority)

Section |, Clause 1.84, FAR 52.243.2 — Changes — Cost Reimbursement (AUG 1987) — Alternate | (APR 1984)

X O O O

E. IMPORTANT: Contractor IZI is not, D is required to sign this document and return ___ copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)
The purpose of this modification is to:

A. Incorporate the following H Clause into the Contract:

See Next Page

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.
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H.30 PROTECTION OF PERSONALLY INDENTIABLE INFORMATION (PII)

@) Definitions.

(1)

(2)

Personally Identifiable Information: Any information about an individual
maintained by DOE or its contractors, (e.g. medical, education, financial, criminal
or other employment history and information, etc.), which can be used to
distinguish or trace an individual's identity, (e.g. name, social security numbers,
date and place of birth, mother's maiden name, biometric records, etc.), and any
other personal information which is linked or linkable to an individual.

Pll Incident: Any suspected or confirmed cyber security or physical security
incident involving PII.

(b) Requirements.

(1)

(2)

3)

(4)

(5)

All suspected or confirmed cyber security and physical security incidents
involving Pl are to be reported to the DOE Cyber Incident Advisory Capability
(CIAC) within 45 minutes of discovering the incident. Reports to the CIAC may
be sent via email to ciac@ciac.org, by phone to (925) 422-8193, or by fax to
(925) 423-8002. The CIAC website is www.ciac.org.

In addition to notification to CIAC, all suspected or confirmed cyber security and

physical security incidents involving Pl shall be reported telephonically within 45
minutes of discovering the incident to: (i) the EM-3 Chief Operating Officer; and

(ii) the ORP Manager, ORP Deputy Manager, or ORP Duty Officer.

While the initial notification may be telephonic, the Contractor must follow-up
writing signed by a senior Contractor official. Notices must at a minimum contain
factual information describing both the circumstances surrounding the loss and
the information that was compromised. All notifications shall include the name
and telephone number of a contact person.

Appropriate steps shall be taken to minimize identity theft risks to the affected
individuals.

The Contractor shall notify all employees and others affected by the PII loss
unless after consultation with law enforcement officials, the Assistant Secretary
for Environmental Management determines that notification will significantly
compromise the investigation.

B. All other terms and conditions of this contract remain the same.



